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AiSP News & Highlights

NTUC UPME x AiSP x TTAB Networking Event on 31 Jan 24 at NTUC OMB

801, OMB
ITUC Centre. 018989

NTUC UPME is organising a networking session with Association of Information and Security Professionals (AISP) and Tech
Talent Assembly (TTAB) for our Information Technology (IT) and Cybersecurity Professionals within the community.

By attending this event, you will be entitled to enjoy 6 months complimentary
membership waiver worth $54 with 2 months upfront payment at $18.

Sign up now: https://www.ntuc.org.sg/uportal/memberships/become-a-
member?CampaignCode=UNION-TTABEVENT

The details of the event is as followed, and we would be honoured to have you join us.
Date: 31 Jan 24, Wednesday
Time 6.00pm — 8.30pm
Venue: NTUC Centre, Room 801 One Marina Boulevard S(018989)

Please find below for the programme line-up.
Time Activity
6.00pm — 6.30pm
6.30pm — 6.45pm

6.45pm — 6.55pm

Registration and Viewing of Booths

All guests to be seated

Welcome Address by Ms Theodora Lai, TTAB Advisor & Grassroot Advisor to Sengkang GRC

6.55pm — 7.05pm Sharing about Mentorship Community by Bernard Menon, UPME Director

7.05pm — 7.15pm
7.15pm onwards
8.30pm

Sharing about relevant Training Programmes by Wissen International
Networking over Food and Drinks

End of Event

Walk-in Registration is accepted

We look forward to seeing you in person! If you have any queries, please feel free to contact AiSP Secretariat
at secretariat@aisp.sg



https://www.ntuc.org.sg/uportal/memberships/become-a-member?CampaignCode=UNION-TTABEVENT
https://www.ntuc.org.sg/uportal/memberships/become-a-member?CampaignCode=UNION-TTABEVENT
mailto:secretariat@aisp.sg

Join as Career Mentors for NTUC Mentors Community!

ntuc

National Trades Union Congress

NTUC Mentorship Programmes:

Mentor Application Form

Thank you for your interest in becoming a mentor. The information provided will enable us to understand you better.

This form will take approximately 6 minutes to complete.

We firmly believe that nurturing talent and fostering professional growth for the youth and PMEs are pivotal to our
organization's success in membership and mindshare. Mentorship is a cornerstone in achieving these goals, and your
department plays a crucial role in the success of MCE.

For Your Mentors: We invite your mentors to come on board and to share their wealth of knowledge and expertise.

By participating as mentors in our ecosystem, they will have the opportunity to:
1. Make an Impact: Mentorship is a meaningful way to give back to the society and guide the next generation of talent.
2. Personal Growth: Being a mentor provides personal and professional growth opportunities by attending training tailored
for them.
3. Networking: Mentors can expand their professional network by connecting with other mentors from diverse backgrounds
and experiences.

For mentors who are interested in participating, please register below. We will work closely with you to ensure a smooth
onboarding process.

We truly believe that together, we can create a dynamic and supportive environment that empowers our workers to better life,
better welfare, and better job prospect.

Register here

Personality and its Impact on Security Behaviors Survey

The purpose of the survey is to examine how demographics and personality traits influence the security intention of security
intention of device securement, password generation, proactive awareness, updating and expanded our study to include multi-
factor authentication.

We believe that the results from this survey and study have practical implications as they can help identify groups of users with
stronger or weaker security behaviours which are useful in talent identification, education outreach planning as well as helping
to guide future research.

Please complete this survey by 31t Jan 2024.
Survey link here



https://forms.office.com/r/zpAEqApm2Y
https://forms.gle/LeGbGV7hB5gPqFfx6

AiSP Events and Updates

AiSP CISO SIG Networking & Louhei
20 February 2024

AISPP EC-COUNCIL

CISO SIG

@ 20 Feb 2024 @ 6pm - 8.30pm

@ Justco @ Marina Square

REGISTERNOW! ©

AiSP will be launching our new Special Interest Group (SIG) -
CISO SIG. Our Key Focus Areas are:

e Network of Trust to enable more effective and
responsive cyber defence of our respective
organisations

e Thought leadership and open exchange of ideas to
help enhance universal cyber maturity

e Support organization for professional challenges and
trials faced by senior cybersecurity leaders

e Socialising because not everything has to be a crisis

Join us for an immersive journey into the evolving dynamics
of the CISO talent pool at our event, "CISOs of Tomorrow:
Forging the Future Cybersecurity Leadership." This gathering
serves as a unique platform to explore the latest trends,
challenges, and opportunities in the realm of cybersecurity
leadership.

Register here

Women In Tech + SkillsFuture Advice
9 March 2024
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Register here



https://forms.office.com/r/at8xG3igH9
https://go.gov.sg/cscdcsfa

AiSP Events and Updates

AiSP CyberSec Conference 2024
15 May 2024

.  e— s —
AiSP CyberSec

Sustaining Growth and Innovation Securely
In This Challenging Business Environment 4

15 May 2024 9.30AM - 3PM s H X
Suntec Convention Centre, Summit 1 .

IN= L

Organised by the Association of Information Security Professionals (AiSP), the AiSP SME Conference is a unique event that
brings together organisations to discuss the importance of being cyber aware and stay protected. The event will provide our
speakers with the opportunity to share their experience, skills and knowledge to show how cybersecurity can help companies to
stay protected. AiSP aims to elevate cybersecurity awareness among companies and establish a self-sustaining ecosystem with
active participation from government agencies, business associations, cybersecurity communities, and solutions provider.

Our theme for this year conference is “Sustaining growth and innovation securely in this challenging business environment”.

As part of AiSP Cybersecurity Awareness and Advisory Programme (CAAP), this event is for Singapore Enterprise and SMEs to
know more about cybersecurity as a business requirement and how they can implement solutions and measures for cyber-
resilience. CAAP hopes to elevate cybersecurity awareness as integral part of business owner's fundamentals and establish a
self-sustainable support ecosystem programme with active participation from agencies, business associations, security
communities and solutions provider.

Date : 15 May 2024
Time : 9AM — 3PM
Venue : Suntec Convention Centre
Guest of Honour:
Morning: AiSP Patron — Senior Minister of State, Ministry of Communications and Information & Ministry of National Development
- Mr Tan Kiat How
Afternoon: Member of Parliament for Pasir Ris-Punggol GRC & NTUC U SME Director - Ms Yeo Wan Ling

Register here



https://www.eventbrite.sg/e/aisp-cybersec-conference-2024-tickets-802128306357

AiSP Events and Updates

Registration for NTUC Social Membership

W
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Q
. WORK, LIVE, PLAY

> LIKE NEVEH BEFORE
WITH THE NTUC-U ASSOCIATE %
MEMBERSHIP COLLABORATION! Q

= READY TO ADD SPARK TO YOUR MEMBERS' LIVES AND LIVELIHOODS? ]

The NTUC-U Associate Membership Collaboration is an exclusive add-on membership for
professional associations in the U Associate network. It will give your members access to
exciting career, lifestyle and leisure benefits!

AiSP is collaborating with NTUC to provide an exclusive
membership package only for AiSP Members at $10/year
(inclusive of GST).

Some benefits include

e Career advancement and professional development
through U PME Centre’s suite of career advisory
services.

e Enhanced Lifestyle through interest-based leisure
activities.

e Savings on lifestyle products and services through the
Link Rewards Programme.

Please fill in the form below and make payment if you would
like to sign up for the membership.

https://forms.office.com/r/qtiMCK376N

Extended Promotion for BOK Book

For an extended time, get our newly launched Information
Security Body of Knowledge (BOK) Physical Book (U.P $80
before GST) at the limited promotional price of $54.50 (inclusive
of GST). While stocks last!

nnnnnnnnnnnnnnnnnn

NEWLY LAUNCHETPD

IS-BOK 2.0

LIMITED TIME PROMOTION ONLY FOR
AISP MEMBERS/CPP/APP
PRICE: $54.50 (INCLU GST)

! Scan the QR code here to make the payment

Please scan the QR Code in the poster to make the payment of

$54.50 (inclusive of GST) and email secretariat@aisp.sg with

your screenshot receipt and we will follow up with the collection
details for the BOK book. Limited stocks available.



https://forms.office.com/r/qtjMCK376N
mailto:secretariat@aisp.sg

Cybersec Asia 2024
31 January — 1 February 2024
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www cybersec-asia.net

31Jan - 1Feb 2024

Queen Sirikit National Convention Centre (QSNCC)
Bangkok, Thailand

(® 10:00 -17:00 hrs

"Cybersec Asia 2024” (www.cybersec-
asia.net) is taking place in Bangkok
(QSNCC) on Jan 31stand Feb 1st 2024.
The international event is bringing
together cybersecurity, cloud solutions
and data management professionals,
experts and enthusiasts from across the
region, with a specific emphasis on the
CLMVT market.

Register here

Safe App Standard
7 February 2024

SAFE APP STANDARD

The Safe App Standard provides 2 common benchmark
and guidance to local 2pp developers ané providers on the
security controls ané best practices to better pratect their
apps, an€ in turn, their ené-users, against common
mabwvare ané phishing attempts.

The Standard is targeted 2t 2pps that perform high-risk transactions, defined a2s
those that allow transactions with some or full access to users' financial accounts,
wrhich when compromised, can possibly result in significant monetary losses.

These transactions include changes to financial functions such as registration of
third-party payee details 2nd increase of fund transfer limit.

How can the Safe App Standard contribute
to a more secure digital landscape?

App Developers Members of
and Providers Public

The Standard focuses on four critical areas commonly targeted by threat actors.

| § e B

Validate user identity and ensure Define and validate user

legitimate access. access rights to relevant
resources within app.

Exomplesinclude biometrics, persoral

identificaton numbers or multi-factor

suthentication code generstors.

Rt Anti-Tamperingand.
[~ B (e EE

Safeguard integrity ané Implement measures to prevent

confidentiality of sensitive data in tampering or compromise of app.
user’s device and app server.
Examples inchide antivirus capobilities ond
protection against keybour d mantoring ard
sprng.

By including these features, developers make it more €ifficult for attackers to
steal sensitive business data and cause financial losses to userswhen they
utilise the apps for high-risk transactions.

For more information, visit www.csa.gov.sg

OO QD @ coasingapore

Seamless Asia 2024
20 — 21 February 2024
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seamless

PAYMENTS.
E-COMMERCE. BANKING.

The three sectors on which Asia’s future
digital economy will be built; and Seamless
Asia is the only event that brings them
together. Join us on 20 — 21 Feb at Suntec
Singapore for a chance to partner, learn,
connect and make great strides as Asia’s
digital commerce ecosystem gathers under
one roof.

Use Promo Code: AISP10 for 10% off
delegate tickets

Register here

Register here



http://www.cybersec-asia.net/
http://www.cybersec-asia.net/
http://www.cybersec-asia.net/
https://teams.microsoft.com/dl/launcher/launcher.html?url=%2F_%23%2Fl%2Fmeetup-join%2F19%3Ameeting_NDdiNzFkNjktYzgwZS00MmMxLWJhZjgtMGY4ZDRkMWQwMjFm%40thread.v2%2F0%3Fcontext%3D%257b%2522Tid%2522%253a%25220b11c524-9a1c-4e1b-84cb-6336aefc2243%2522%252c%2522Oid%2522%253a%25223f002c14-6ad7-41a4-9dc6-fd0284003be4%2522%257d%26anon%3Dtrue&type=meetup-join&deeplinkId=3c933925-c32d-40ae-aa38-9e447e7494f1&directDl=true&msLaunch=true&enableMobilePage=true&suppressPrompt=true
https://secure.terrapinn.com/V5/step1.aspx?E=10800&utm_source=partners&utm_medium=listing&utm_campaign=part&utm_term=third-party&utm_content=aisp&trc=part

Agile Cyber Security BFSI Summit Milipol Asia-Pacific 2024

Magnet Virtual Summit 2024
14 March 2024 3 -5 April 2024

27 February — 7 March 2024

e .
M TECHSUMMIT
<

MILIPOL ASIA-PACIFIC
TECHX SUMMIT 2024

(& varcne, 2028 ﬁ

Marriott Tang Plaza Hotal
@ apeton

Don’t Miss the Virtual
DFIR Event of the Year

Hear from global DFIR experts at
Magnet Virtual Summit 2024!

FEBRUARY 27 - MARCH 7

3-5 April 2024 | Sands Expo Singapore

VISITOR REGISTRATION
NOW OPEN!

Through DevSecOps Exploration
#ACSG2024

- TiEscom (&) CYBERSECAS A

Hear from DFIR experts on how to meet Agile CyberSecurity SG Summit 2024 Register here

the latest digital investigation . ) i )
challenges at Magnet Virtual Summit (ACfSO?g:)SIT :eELer?P'e;n%ags;':gléa"med
2024. Magnet Virtual Summit is an rofessionals dri)\//in innovationgiyn
incredible opportunity to share and Sinpa ore. This confergence serves as a
obtain DFIR knowledge at all catalgstpfor i-mmersive discussions, tacklin
experience levels with the global challi:n es, and fostering the excr;an e o?
community. We’re honored to have over besgt r,actices withir?the d namic?
60 of the top names in the industry landsca epof DevSecOps and i%ls impact on
share their findings on topics such as P P P
. . . the BFSI sector.
mobile forensics, eDiscovery, malware,
ransomware, digital evidence review, .
Register here

video forensics, and much more

Register here



https://magnetvirtualsummit.com/?utm_source=AiSP&utm_medium=Post&utm_campaign=2024_EV_MVS_AiSPReg
https://qingflow.com/f/da620947?qfchannel=ACSG2024
https://map.qestsoln.com/register?utm_medium=contra&utm_source=b&utm_campaign=aisp

Black Hat Asia 2024 PROTECT 2024 Job Demand Sensing Survey — OT
16 — 19 April 2024 18 — 19 April 2024 Cybersecurity Systems Analyst

k&1 PROTECT 2024

DOING BUSINESS AMIDST NEW THREATS

Rethinking Global Security:
The Impact of Science and Technology

blgc’zk hat

WORK-STUDY
77¢ DIPLOMA

Operational lechnology Cybersecurity

International Conference and Exhibit on Security and Safety
IN PERSON AND VIRTUAL

/ \ l \ 2 O 2 I April 18-19, 2024 | New World Makati Hotel, Philippines

APRIL 16-19. 2024
4
MARINA BAY SANDS /- SINGAPORE

Learn & Grow with ITE

eric_pangaite.edusg | james_s_|_wongaite.edu.sg 2 ]
A

ITE is proposing a new Work-Study
. The PROTECT Conference Series on Diploma in OT Cybersecurity to be
Black Hat Asia 2024 returns to the . i . . . .
Marina Bay Salnds in Singapore from | "Doing Business Amidst New Threats" will [ launched in 2025. It will be mapped to
April 16 - 19 as a Live, In-Person event be on April 18-19, 2024 at the New World CSA’s OT Cybersecurity Competency
The Live event is folléwed by a Virtuall Makati Hotel. This event will offer both in- [ Framework. We would like to seek your
Experience, one week later, including person attendance at the hotel and a virtual| input on the job demand sensing (survey

access to recordings of all Briefings and participation option, ensuring accessibility takes 1-2 mins)
Sponsored Sessions, available for a diverse and global audience.
beginning April 25. Register here

Register here

Don’t miss your chance to register for
Black Hat Asia 2024, returning to the
Marina Bay Sands in Singapore from
April 18 - 19! As a new, in person
registrant, you can save $250 SGD off
your Briefings pass when you use code
AISP2024.

Register here



https://www.blackhat.com/asia-24/registration.html
https://protect.leverageinternational.com/
https://form.gov.sg/650119422b93e60011d72920

Debunking Myths about
IMDA's Data Protection
Trustmark!

Ere] o

Lere,
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The BDDB is a free
programme designed to help
SMEs use data to gain
valuable consumer insights
and to grow their business
through data analytics.
Previously, our BDDB
programme catered only to
SMEs in the B2C arena, but
we have taken in feedback
from the ground and
upgraded the BDDB
programme to cater to B2B
SMEs — any SMEs,
regardless of their nature of
business, can now take their
first step in data analytics to
enhance their business and
gain that competitive
advantage!

Hop on to a Demo

Securing Files

Everywhere

Schedule a Demo today with
Votiro!
Get a personalized demo of
Votiro Cloud and learn how you
can receive safe content while
getting threat intelligence on
incoming malicious files.

Votiro is a Zero Trust Content
Security company with a focus
on helping organizations disarm
and deliver safe files wherever
the users or applications are
interacting with the files.

Connect with us anytime to
explores how Votiro has
sanitized more than 7 billion
files in its mission to protect
customer data and content.

Hop on to a Demo Today and
get to receive a premium 100w
Charging Cable from us.

Register here

Get a Free Trial Today!

@ voTIrRG

Hop onto a Free Trial Today!

Votiro's Approach to Zero Trust Content Security
-Content Disarm and Reconstruction

oty AISP

See how Votiro stops threats
before they ever reach your
endpoint!

With a free 30-day trial, you'll

and experience first-hand how
Votiro intelligently detects,
disarms, and delivers safe
content via email, web browser,
web upload, data lakes,
collaboration tools, and more —
while also delivering valuable
analytics on the incoming data.

Get a Free Trial Today and get
to receive a Travel Neck Pillow
from us.

Register here

strengthen your security posture

Hop on to a coffee chat with
Votiro Team!

Lets Chat!

Votiro's Approach to Zero Trust
Content Security - Content Disarm
and Reconstruction

Let content flow freely and
securely.

Organizations often face
significant challenges just
keeping pace with
cybercriminals. These attackers
constantly evolve their
strategies and tactics, trying to
circumvent a company’s
security technology. No longer
do organizations have to make
the decision between security
and productivity. With Votiro
Cloud, your incoming content is
secure and your businesses and
applications work seamlessly.

Let's have a coffee together and
get to receive a Laptop Sleeve
from us.

Register here



https://votiro.com/schedule-a-demo/
https://votiro.com/request-free-trial/?hsCtaTracking=13afb323-9013-4aa7-aae5-458e814d998c%7C67d6d602-3fa2-47ca-aa6f-0844e7f9e4a4
https://pages.thebiz.link/Votiro-meet-the-team-v6.html

Professional Course Development

EC-Council | Certified Incident Hondler

et b Building A Culture Of Security

EC-Council

MASTER THE CRITICAL FIRST LINE OF DEFENSE

Cain The Ultimate Skills to Identify,
Contain and Minimize Cyber Incidents

The question is not if, but when a cyber incident will occur?

EC-Council's Certified Incident Handler (ECIH) program equips students with the knowledge, skills, and abilities to
effectively prepare for, deal with, and eradicate threats and threat actors in an incident.

The newly launched Version 3 of this program provides the entire process of Incident Handling and Response

and hands-on labs that teach the tactical procedures and techniques required to effectively Plan, Record,
Triage, Notify and Contain.

ECIH also covers post incident activities such as Containment, Eradication, Evidence Gathering and Forensic
Analysis, leading to prosecution or countermeasures to ensure the incident is not repeated.

With over 95 labs, 800 tools covered, and exposure to Incident Handling activities on four different operating
systems, ECIH provides a well-rounded, but tactical approach to planning for and dealing with cyber incidents.

Special discount available for AiSP members, email aisp@wissen-intl.com for details!



mailto:aisp@wissen-intl.com

AiSP Courses to help advance in your Career & Knowledge

Qualified Information Security Professional Course
(QISP) E-Learning

QISP Exam
Preparatory
E-Learning

Course

" . Governance and

/ v @ Management
= = = *
£ q— /% Phi
ysical Security and
5 == Business Continuity

Prepare for QISP

Exam via E-Learning Sotunity ATohitagtire
Anytime, Anywhere! DEEIn

Our e-learning program is perfect for those who
want to prepare for the QISP Exam based on
Operation and

AISP 1S-BOK domains. With access for 12 IAfB strctUrs Securty
months, you can study at your own pace on our Software Security

beautifully designed and responsive e-learning
platform. %
Software
@ Security
Cyber
Defense

Cyber Security 3 o , 4
Competency D ent  €NQUIr .com | www. .com

Grab the exclusive
launch offer at
SGD 499 nett!

Special price of SGD 429 nett
for AiSP members!

Prepare for the Qualified Information Security Professional (QISP) examination
with our newly developed e-learning course!

Our highly responsive e-learning platform will allow you to learn anytime, anywhere with modular courses, interactive learning
and quizzes. Complete the course in a month or up to 12 months! Enjoy lean-forward learning moments with our QISP/QISA
preparatory e-learning course. Receive a certificate of completion upon completion of the e-learning course. Fees do not
include QISP examination voucher. Register your interest here!

Click here for our Contributed Contents from our partners
Click here for the job postings available for a cybersecurity career
Click here to view the SME Cyber Safe Portal

Click here to view AiSP Cyber Wellness Portal

Our Mailing Address is:
6 Raffles Boulevard, JustCo, Marina Square, #03-308, Singapore 039594

Please click here to unsubscribe if you do not wish to receive emails from AiSP.



https://forms.gle/T9eJn74MHh3TMqkf7
https://www.aisp.sg/publications.html
https://www.aisp.sg/jobs.html
https://www.aisp.sg/smecybersafe/index.html
https://www.aisp.sg/aispcyberwellness/index.html
https://forms.office.com/Pages/ResponsePage.aspx?id=djqfDWposUWGv6rucAq_q-k26bVZ_o5Bn-l2M1zTphtUMllaMElCN0cxRjhUTVczNThOWEhDQ0pVSS4u&wdLOR=c8FB45704-8EA5-42D3-9DD2-BD1805EC621D

